	SUBJECT: HIPAA – Security Incident Response and Reporting

STANDARD: As required by the HIPAA Security Rule, Conway Regional must implement a process for promptly detecting and responding to Security Incidents that may have an impact on the confidentiality, integrity, or availability of the ePHI maintained in its information systems.

REFERENCE: 
· 45CFR 164.308(a)(6)(ii)

PURPOSE: To provide guidance and ensure compliance with the HIPAA Security Rule by promptly detecting and responding to Security Incidents that may create a threat or risk to the ePHI that is maintained in Conway Regional information systems.

PRINCIPLE:  It is the objective of Conway Regional to detect and respond to all security incidents.



	POLICY: 

Conway Regional is committed to protecting the confidentiality, privacy, integrity and availability of electronic Protected Health Information (ePHI) that it maintains, and as such will implement a process to promptly detect and respond to Security Incidents that may pose a risk or threat to the ePHI maintained on its information systems.
· Conway Regional will ensure that processes are in place to effectively detect and respond to Security Incidents in order to protect the confidentiality, integrity and availability of ePHI maintained on its information systems.

· Conway Regional will have a process in place to regularly scan all devices attached to the Conway Regional network for viruses, as applicable. The virus scan report will be reviewed and appropriate action taken to address any occurrence that may be a threat to the security and integrity of stored data. The Information Technology Department will have responsibility for this function.

· Conway Regional workforce members will contact the Information Technology Help Desk when experiencing unusual activity affecting their devices (i.e., desktop, laptop, PDA, etc.)

· When responding to requests for assistance related to unusual activity, the Information Technology Staff will determine if the occurrence meets their established criteria to be a Security Incident.

· If the occurrence is a Security Incident, the Information Technology Staff will document details of the occurrence, including date, location, resolution, etc. in the Information Technology Help Desk System. Reports of Security Incidents will be provided to the Privacy/Security Office on a periodic basis.

· If the Security Incident has been identified as a threat to any Conway Regional information system, it will immediately be reported to the HIPAA Privacy/Security Office. The HIPAA Privacy/Security Office will assemble a Security Incident Response team (SIRT), whose membership may vary depending on the Security Incident.

· The SIRT will include the following:

· HIPAA Security Officer, or designee

· Director of Regulatory Affairs

· Designated Information Systems Staff

· System Coordinator(s), if appropriate

· Department Manager(s), if appropriate

· Director of Risk Management, if appropriate

· Director of Public Relations, if appropriate

· The SIRT will:

· Analyze and identify the cause(s) of the Security Incident.

· Provide accelerated communication to workforce members affected by the Security Incident.

· Ensure that only authorized and appropriately trained Conway Regional staff are allowed access to affected information systems in order to respond to or recover from the Security Incident.

· Take action to minimize the damage of the Security Incident and prevent further damage, until resolved.

· Assess the need for improved or additional security controls.

· Implement or establish appropriate security controls to eliminate the vulnerability or threat.

· Carefully document all actions taken.

· The HIPAA Privacy/Security Office will document all activities related to the Security Incident including the investigation, remediation and any corrective action that was taken. The incident will be reported to the Systems Steering Committee, at a level of detail that is considered appropriate.

· The HIPAA Privacy/Security Office will monitor the types, volumes, and costs of Security Incidents, and will utilize this information during the annual evaluation process to determine if additional security controls, or new policies/procedures are warranted.

All documentation related to Security Incidents will be maintained for minimum of six years.


	APPLICABLE DEPARTMENTS:

Any area where computer and/or network equipment is utilized to support day-to-day business operations.  This would include any and all computer/network equipment that accesses, creates, receives, maintains or transmits electronic Protected Health Information (ePHI)


